Even one's digital presence is physical. Computers store
information on hard drives; the internet relies on modems, routers,
and physical wiring to function. The physical is also digital, one
can be tracked in physical space through digital means, such as
by your cell phone's GPS, rideshare usage, or through the data
that your phone or applications collect. Therefore, when using
different methods to resist surveillance, the digital and physical
cannot be thought of as separate entities. Both need to be taken
into consideration at the same time, otherwise new possibilities
for surveillance are created. The connection between digital and
physical surveillance is important to take into account not only
so you can protect your privacy, but also because the information
gathered through the means listed below can be used to detain and
prosecute you.
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Why present digital and physical methods of resistance together?
This question grounds the argument that this zine attempts to
make. This zine hopes to highlight the importance of identifying
the ways surveillance is enacted by external forces that leverage
the junction points of where the digital meets the physical. When
your digital presence becomes physical and vice versa, traces exist
that make it easier for you to be surveilled, tracked, and recorded.
Suggestions on how to protect yourself against surveillance in the
digital and physical worlds will overlap quite a bit; that is to say
separating the digital from the physical in terms of surveillance
techniques and protections is becoming an increasingly difficult
task.

Resistance in
Digital and Physical Spaces?
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• EFF Surveillance Self-Defense: https://ssd.eff.org/en
• ACLU Technology and Privacy: https://www.aclu.org/issues/pri
vacy-technology
• Violet Blue's Smart Girl's Guide to Privacy: [http://tinyurl.com/
z9yjbk9]
• Oh Crap! What now? Survival Guide: [http://tinyurl.com/
jasmzec]
• http://assets.lapdonline.org/assets/pdf/demonstration.pdf
• https://www.amnestyusa.org/pdfs/SafeyDuringProtest_F.pdf

Further Resources
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Source: http://www.americansentinel.edu/blog/2011/09/07 /how-the-constitution-protects-our-
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Amendment 26: Voting age -This amendment, ratified in 1971, gave all citizens age 18
o

Amendment 19: Women's voting rights -This amendment, ratified in 1920, gave all
citizens the right to vote, regardless of sex.

Amendments 15: Voting rights -This amendment, ratified in 1870, gave people the right
to vote, regardless of race or color.

Amendment 14: Citizenship rights -This amendment, ratified in 1868, gives the right to
citizenship to anyone born in the U.S. It also gives citizens the right to equal protection of
the national and state laws, the right to be free of any law that deprives a person of life,
liberty or property without due process.

Protection of the powers of the states and the people.

Protection of rights not enumerated in the Constitution.

Prohibition of excessive bail and cruel and unusual punishment.

Right to civil trial by jury.

Right to trial by jury, speedy trial, public trial, counsel.

Right to due process of the law.

Protection from unreasonable search and seizure.

Protection from quartering of soldiers.

Right to keep and bear arms.

Freedom of speech, press, religion and petition.

�-�i(l}��IB

This guide is not meant to be a comprehensive list, but a starting
point for activists and others interested in securing and protecting
their online and physical presence. We have worked hard to make
this guide easy to read, understand, and implement. That said, no
method is completely secured from eavesdroppers; meaning that
even the best methods of hiding one's online and physical self
are subject to survaillance. Additionally, improperly implemented
security methods can put users at greater risk, so we recommend
if you choose to adopt any of our suggestions, conduct additional
research on the topic to see what others in the security and activist
community are suggesting, as technology and tools are constantly
changing and new vulnerabilities, even within highly regarded
security methods, are constantly being identified.
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